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Abstract—A reversible watermarking scheme for 3D meshes
based on prediction-error expansion is proposed in this paper.
In our algorithm, we embed the watermark by slightly changing
the positions of some vertices in the mesh model. For a vertex
to be altered for embedding, the centroid of its adjacent vertices
is calculated as datum position which is kept unchanged during
both embedding and extracting processes. The prediction-error,
that is, half the distance from the centroid to the vertex position,
is expanded for data embedding. One of the most notable features
of our algorithm is that the distortion can be easily controlled
in spite of the complex topology of the mesh models. Further
more, the watermarked model is capable of resisting such attacks
as translation, rotation and random noise. Experimental results
demonstrate high capacity and low distortion of the proposed
data hiding scheme.

I. INTRODUCTION

Digital watermarking is a method of embedding useful
information into a digital medium, such as an image, audio,
or video for the purpose of copyright communication and
protection, content authentication, forensic tracking, broadcast
monitoring, etc. Different from encryption technology, dig-
ital watermarking technology hides confidential information
into public information and transmits confidential information
through the transmission of public information. It is difficult
for potential detectors or illegal interceptors to verify the
existence of the confidential information and intercept it so
that the security is guaranteed. As for most watermarking
methods, embedding some information will inevitably change
the original data when the watermark is extracted, though it
is usually unnoticeable. In some applications such as medical,
military, and legal domains, even the imperceptible distortion
is unacceptable. In order to satisfy these needs, reversible
watermarking emerges, where the original data can be fully
recovered when the information bits are extracted.

There have been plenty of researches of reversible wa-
termarking for 2D still image, which can be classified into
three categories in literature. Many of the early approaches
to reversible watermarking can be categorized as modulo-
arithmetic-based additive spread-spectrum techniques [1]—[3].
The second category of approaches involves methods to com-
press a set of selected features from an image and embed
the payload in the space saved due to the compression,
which often achieves higher embedding capacity [4]-[7]. The
third category of high-capacity reversible data embedding
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algorithm is classified as expansion embedding approaches
[8]-[10].Specially, Todi,et al [11], introduced histogram shift-
ing technique to improve Tian’s scheme and proposed a
new reversible watermark method denoted as prediction-error
expansion in which the unprocessed neighbors of a pixel
are exploited for prediction and the difference between the
predicted and real values is expanded for data embedding.

With the development of three-dimensional laser scanning
and modeling technology, 3D models have been widespread
used in various applications such as digital archives, visualiza-
tion, entertainment and virtual reality. Digital watermarking,
as a digital copyright protection tool, has been applied to
3D meshes and has made great progress [12]-[17]. At the
same time, reversible watermarking for 3D meshes has drawn
researchers’ attention due to its specific application. In 2003,
Dittmann and Benedens first presented reversible watermark-
ing for 3D meshes [18], in which extra faces and vertices are
added into the original mesh with the public verifiable digital
signature protocol. In [19], Wu and Cheung proposed a fragile
watermark method to authenticate 3D meshes by modulating
the distance from mesh faces to the center achieving high
capacity with very little distortion. Li et al [20] proposed a
reversible data hiding approach for 3D mesh in the predictive
VQ domain. Wu [21] proposed a reversible data hiding method
for 3D meshes based on prediction-error expansion. Their
algorithm has large capacity yet the distortion is serious.

In this paper, we propose a new reversible data hiding
scheme for 3D meshes based on prediction-error method
which is presented in[12]. We first predict a vertex by cal-
culating the centroid of its neighbors, and then expand the
prediction error, which is half the distance from the predicted
position to the real position, to embed the watermark. Com-
pared to the previous schemes, our method has advantages in
low distortion and easy distortion control . After expanded, the
new position is nearly coinciding with the original position,
which achieves very low distortion. Further more, the water-
mark can be extracted when the mesh model is attacked by
translation, rotation and random noise.

The rest of the paper is organized as follows. The proposed
algorithm of reversible data hiding for 3D meshes is described
in Section II and its performance is analyzed in Section
III.Experimental results are shown in Section IV and the
conclusion is drawn in Section V.
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II. REVERSIBLE WATERMARKING ALGORITHM
A. Prediction-error Expansion

Prediction-error expansion embedding technique involves
using a predictor, instead of a difference operator, to create
the feature elements into which expansion embedding is done
[11].

Let’s consider an integer x into which a bit b is to be
embedded. A predictor operates on a set of assigned integers
which are connected to x and obtains Z as its predicted value.
The prediction-error is

p=r—x (D

The bit b is embedded into x by expanding the prediction-
error,
p=2p+b 2)

¥=z+p =x+p+b 3)

According to the formulas above, we can extract the bit b and
restore the original integer = with the same predicted value Z.

b=p —2x /2 )
z=x—1[p/2] -b 5)

Prediction-error expansion combines the advantages of ex-
pansion embedding with the superior decorrelating abilities of
a prediction, resulting in a higher data-embedding capacity
than difference expansion. In digital images, since the range
of pixel values is limited, not all the prediction-errors can
be expanded to prevent overflow and underflow. However, in
3D mesh models, vertex coordinates are presented by floating
point numbers and the representation is much more precise
so that all the prediction-errors can be expanded for data
embedding.

B. The Embedding Process

A mesh model consists of a number of vertices denoted
by V = {Ui S §R3|1 <1 < N} where a vertex position v;
specifies the coordinate (z;,y;,2;) and N is the number of
the vertices. Each vertex has an index and is connected to
other vertices based on the topology. We define v; and all
of its adjacent vertices as a embedding unit denoted as EU;,
in which the coordinates of v; will be modulated in order
to embed the watermark bit.Figure 1 shows the structure of
the embedding unit EU;,in which v] represents the adjacent
vertex of v;.

We traverse the vertices of the mesh model in ascending
order of their indices to select the embedding units. Once
a vertex appears in one embedding unit, it will be marked
immediately and will never turn up in other embedding units.
The vertex indexed by O is first traversed. Since none of its
adjacent vertices has been traversed, the first traversed vertex
and its adjacent vertices can be chosen for the embedding
unit. All the vertices in the unit will be marked then . For
the vertex to be traversed next, only if none of its adjacent
vertices has been marked, it can be chosen for the embedding

_j+1 V.J

Fig. 1. The structure of the embedding unit EU;

unit; otherwise, the traversal process will continue until all the
vertices are traversed.

For the embedding unit EU;, we calculate the centriod of
the adjacent vertices to predict the real position of v;,

1o~
G= va (6)
j=1
j

in which v; represents the adjacent vertex of v; and n; is
the number of the adjacent vertices. We expand the distance
value to embed the watermark and adjust the vertex position
v; along the connection v; and c;. The prediction-error, that
is, half the distance from the predicted position and the real
position is calculated via,

1

d; = 5\/(U1r = Ciz)? + (Viy — €iy)* + (viz —iz)? (D)

where (viz, Viy, i) and (¢, Ciy, ¢i») are the coordinates of v;
and c; respectively. Without loss of generality, we suppose the
coordinates in the original mesh model are at precision lever
of 107" ( n is an integer).Then d; is expanded for embedding
according to (8)

d; = d; +int(d; x 10™) x 107™ +b; x 107™  (8)

where m is an appointed integer and should be no higher than
n. Finally the new position v; is calculated as the following,
d;
d;

Now the watermark bit b; has been embedded in the unit
EU;. When all the units are processed, the watermarked
mesh model is obtained. From the embedding process we
can see that the maximum capacity equals the total of all the
embedding units which can be selected in the mesh model.
Obviously, the less vertices are contained in a unit, the more
independent units can be obtained. In fact, if we take two
adjacent vertices as an embedding unit, the capacity can reach
half the amount of vertices in the mesh; if we adopt the
traversal tragedy proposed in [21], the capacity can achieve the
amount of the vertices. In the practical applications, we can
apply different traversal methods to gain a satisfying capacity.

(vi — ) 9)

v =c; +

C. The extracting Process

The mesh traversal in the recovery process is performed in
the same order as in the embedding so that we can select the
same embedding units. For the embedding unit EU; ,we first
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calculate the distance from the predicted position ¢; and the
watermarked position v;,

d; = \/(17”: — Ciz)? + (Viy — Ciy)? + (032 — ¢i2)?  (10)

Then the original vertex position v; and the embedded
watermark bit b; are obtained by the inverse transform of (8)
and (9),

d; = (d; — int(d; x 10™) x 107 — b; x 107"™) x 2

v, = ¢ + %(@1 — Ci)
1 (1

The original mesh model is recovered and the watermark is
extracted after all the embedding units are processed.

III. DISTORTION ANALYSIS

We expand half the distance from the predicted position to
the real position for embedding to improve the visual quality.
For the unit EU;, (Vig,viy,vi») is the coordinates of the
original position v; and (¥, ¥4y, ;- ) is the coordinates of the
new position v; after embedding. Let € denote the modulation
of v; and v;.

e = /(@i — vi)? + (B — 02 + (B2 —0i2)2 (1)

With the equation (8) and (9), (12) is equivalent to (13)

e =|b; x 107 — (d; — int(d; x 10™) x 10~™)|  (13)

Since b; € {0,1} ,then ¢ < 10~ .That is, the distortion
caused by embedding can be easily controlled by choosing an
appropriate value for the parameter m .In fact, the distortion
can not be distinguished by human visual system when the
value of m is 3 .

In the literature, the Signal to Noise Ratio, SNR for short,is
often used to measure the distortion of a mesh model. Here
we take the definition of the SNR in [21] .

However, the ability to resist random noise attack decreases
as the value of m increases. Weighing the gains and losses,
we assign m to 4.

IV. EXPERIMENT RESULTS
A. Invisibility test

In our experiment, the standard models of ”"Bunny” “Bud-
dha””’Dinosaur” ”Venus” “cow” are chosen as test cases and
the watermark is a randomly generated binary bits stream.
We embed the same amount of watermark bits into each
model by our and Wu’s method. In addition, if there is no
special instructions, the parameter value of m is 4. Results
are shown in Table I. It can be easily seen, the invisibility of
our algorithm is better than the algorithm in [21]. Figure 2
shows the original and the watermarked mesh models using
our embedding algorithm and the algorithm proposed in [21].

TABLE I
CAPACITY AND SNR VALUES OF MODELS AFTER EMBEDDING THE

WATERMARK

model Number | Our proposed method Wu’s method
of Capacity SNR Capacity | SNR
Vertics (bit) (db) (bit) (db)
Bunny 35947 8853 89.18 8853 53.49
Buddha 32328 9277 86.51 9277 49.49
Dinosaur 11322 2758 85.64 2758 53.40
Venus 2838 696 86.87 696 46.30
cow 6475 1733 88.28 1733 39.00

(b)

Fig. 3. (a)”Bunny”’model(35947,69451). (b)The watermark

B. Robustness Analysis

In this paper, we take distance property as the information
carrier, and our algorithm can resist such attacks as translation,
rotation, reflection and random noise. For robustness test, we
use the standard “Bunny” model with 35947 Vertices and
69451 faces. We transform the image shown in Figure 3(b)
into binary bit stream, and use it as the watermark to embed
into the model. In this experiment, we repeat embedding the
watermark eight times in order to enhance the resistance to
noise.

The random uniform noise is added to the coordinates of the
vertices in the model. Suppose (x;, y;, 2;) is the coordinate of
vertex v; in the original mesh model and (7, y;, ;) is the co-
ordinate of vertex v} in the attacked mesh model after the noise
added,then 2} = x; + Ax;, ¥} = yi + Ay, 2; = z; + Az; while
(Az;, Ay;, Az;) is a variable vector randomly distributed in
the interval [-a, a] and a is the noise strength.

Experimental results show that the watermark information
can be exactly extracted after attacks of rotation, translation
and reflection shown in Figure 4. Besides, the watermark can
be still displayed when part of the vertices in the model are
attacked by random noise, as is shown in Figure 5,where
different rows indicate that different amplitude of noise is
added to the mesh and different columns indicate that different
percentage of vertices in the mesh are attacked by the noise.

In the robust watermarking method, the BER, which stands
for the ratio of the correct bits of watermark detected to the
bits of watermark embedded, is usually adopted to evaluate
robustness. Here, we also use the BER to measure the robust-
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Fig. 2. (a)The original mesh models of "Bunny”,”Buddha”,”Dinosaur” ”Venus”,’cow”.(b)The watermarked mesh models by our method.(c)The watermarked
mesh models by Wu’s method.
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Fig. 4. The watermark extracted from the mesh attacked by translation,
rotation and reflection respectively.

The percentage of vertices attacked by noise

Amplitude
_ 2% 4% 6% 8% 10%
of noise
1E-3
1.E-4
1LE-5
Fig. 5. The watermark extracted from the mesh attacked by noise
TABLE II
CAPACITY AND SNR VALUES OF MODELS AFTER EMBEDDING THE
WATERMARK
Amplitude The percentage of vertices attacked by noise
of noise 2% 4% 6% 8% 10%
1.E-3 93.56% | 87.31% | 85.45% | 79.59% | 75.88%
1.E-4 95.51% | 91.02% | 86.82% | 81.94% | 81.35%
1.E-5 99.22% | 98.34% | 97.47% | 95.51% | 96.59%

ness of the proposed algorithm .In the test, we add the random
uniform noise to part of the vertices in the mesh and record
the BER under different amplitude of noise attack in Table II.

V. CONCLUSION

In this paper, we propose a new scheme of reversible
watermark for 3D mesh models based on the prediction-error
expansion technique. The watermark bits are embedded by
slightly modulating the distance from a given vertex to the
centroid of its adjacent vertices with the topology structure
unchanged. Experimental results demonstrate high capacity
and low distortion of the proposed algorithm, as well as the
ability to resist such attacks as translation, rotation and random
noise.
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